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ICT - Cyber Security Technology Essentials Fall 2016

Proposed Program Title Projected Program Start Date

Southwest College Los Angeles Community College District
College District

Contact Information

Rick Hodge Dean, Career Technical Education
Voting Member Title

(323)241-5388 hodgerl@lasc.edu

Phone Number Email

Goal(s) of Program (Check all that apply):

[W] Career Technical Education (CTE) [] Transfer [] other

Type of Program (Check all that apply):

[W] Certificate of Achievement 12-17 (or 17-27 quarter) units ] certificate of Achievement 18+ semester (or 27+ quarter) units

|:| Associate of Science Degree |:| Associate of Arts Degree

Reason for Approval Request (Check One):

[ New Program [] substantial Change [] Locally Approved

Program Information

0701
Recommended Taxonomy of Program (TOP) Code
None
Units for Major-Degree
None .
Total Units for Degree
15

Required Units-Certificate

1. Insert the description of the program as it will appear in the catalog.

This certificate focuses on the fundamentals of personal online security and safety. Students will be
trained in basic desktop security, Internet security, wireless network security and personal security.
Specifically, they will learn how to define, identify, and offer solutions to challenges of cybersecurity,
including Internet and social media safety, cyber-ethics, and copyright issues. They will also learn
about threats to computer systems and ways to secure computer systems from these threats.
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2.

Provide a brief rationale for the program.

Organizations of all types (business, academia, government, etc.) are increasingly facing risks resulting from their ever-increasing reliance on their information
infrastructure. Cybersecurity incidents are not only increasing in number, they are also becoming progressively destructive and target a broad array of information.
Major consumer companies such as Chase and Target have been hit and companies across industries are increasingly concerned with potential cyber attacks, as
adversaries continue to advance their threats, techniques, and targets. According the the insurer Lloyd's, it is estimated that these attacks are costing businesses
between $400 million and $500 million a year in direct damage, disruption and recovery.

Decision makers and policy makers alike who are managing these risks are challenged by a lack of information concerning the risks and consequences of cyber
events and recognize the critical need for a trained workforce able to protect them from future attacks. Organizations are now viewing their data/information with
as much security as they view their physical facilities and recognize that the need to employ “information security guards” is just as important as employing “physical
security guards.” According to the Department of Labor and the Department of Defense, there is a severe shortage of trained individuals in the workforce with the
necessary skills to “defend” and “guard” an organization’s information infrastructure.

The CSIT discipline at Los Angeles Southwest College is launching a digital technologies program to meet the rapidly evolving demands of the computing industries.
The new School of Career & Technical Education complex on campus is equipped with the latest Smart technologies, smart boards, hardware and software,
audio/video and lab space for the support of database and new media technologies. Faculty from multiple disciplines and our CSIT, ICT, and Business Administration
advisories have provided valuable input for this program and future career preparation. We are developing an ICT Academy with faculty advisor support and the
certificate program has been approved by our local curriculum committee.

Summarize the Labor Market Information (LMI) and employment outlook (including citation for the source of
the data) for students exiting the program.

A recent study conducted by Burning Glass Technologies titled, "Job Market Intelligence: Cyber Security Jobs,
2015" found that job postings for cyber security openings have grown three times as fast as openings for IT jobs
overall and cyber security postings have grown 91% from 2010-2014. This is no surprise given the multiple cyber
breaches occurring over the past several years. These breaches cross industries. Thus, these jobs are growing
across multiple industries such as Finance, Health Care, and Retail. According to EMSI Q2 2016 data, Information
Security Analysts are projected to grow over 13% by 2020 in the Los Angeles/Long Beach/Anaheim region. The
average hourly wage is $48.66. Computer Network Support Specialists will grow 7% with average hourly earnings
of $33.63.

Annual Job Openings are projected to be 78 and 152 for Information Security Analysts and Computer Network
Support Specialists respectively. Regional Completions for 2014 are 4969 and 3502 respectively for these same
occupations. While this computes to negative regional demand, there are multiple factors and industry reports
that project occupations in these fields to be in high demand and they are needed across industries.

4. List similar programs at other 27 colleges in the Los Angeles and Orange County Region which may be
adversely impacted. (There is space for 10 listings, if you need more, please contact laocrc@sccollege.edu)

College Program Who You Contacted Outcome of Contact
Cerritos College Cyber Security Dr. Nick Real No comment
Coastline Community College Network Security Nancy Jones No comment
Cypress College Cyber Security Dr. Steve Donley Cypress College has no objection and will support your application
Long Beach City College Cyber Security Michelle Grimes-Hillman No comment
Mt San Antonio College CIS Professional Certificate in Network Security Jemma Blake-Judd No comment
Orange Coast College Network Security Susan Coleman No comment
Saddleback College Information Security Anthony Teng No comment
West Los Angeles College Network & Security Management Mark Pracher No comment
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5. List all courses required for program completion, including core requirements, restricted electives and
prerequisites. (There is space for 20 listings, if you need more, please contact laocrc.sccollege.edu).
Courses Course Number Course Title Units
csIT 603/New ?? Introduction to Cybersecurity 3
CSIT 611/New ?? Desktop Security Essentials 3
CSIT New Internet Security Essentials 3
CSIT New Wireless Network Security Essentials 3
CSIT New Personal Security Essentials 3
6. Include any other information you would like to share.
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